ontinental ®

The Future in Motion

Safety Critical Al in Autonomous Driving
SZ' I é rd N é m et h Xr?i?itiiglelrl;teealllrigienr?cix[gee\itelopment Centre, Budapest




Established in 2018
Critical amount of knowledge: 200+
Sensing of the environment

Al model & software development

Szilard Nemeth © Continental Al Development Center 7/18/2023

Public



o,

N‘ m"-lm ,"‘W “: N gy
~=»»—1 Great Job, & |-

“““for abetter
world: Save~ - |
lives with Al

c ‘/‘w
1.Critical
amount of
knowledge
on the field
of Al -
mentoring

1.Team spirit \,
— Community  |=
build up /,




Safety critical Al in autonomous driving

What is autonomous driving?
What is Al?
What is Safety?
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REALITY

Al INTERPRETATION
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https://www.businessinsider.com/tesla-autopilot-mistakes-burger-king-stop-sign-new-ad-2020-6#:~:text=An%20curved%20arrow%20pointing%20right.&text=A%20Tesla%20owner%20posted%20a,food%20chain's%20latest%20ad%20says.

https://en.wikipedia.org/wiki/Optical_illusion

Which square Is darker?
Aor B?
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How humans see the world

Which square Is darker?
A or B?

Errors by human and errors by Al are differently distributed
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What is Safety?




“‘the condition of being safe from undergoing or causing hurt, injury, or l0Ss”
“a device designed to prevent inadvertent or hazardous operation”

TO COMPLETE YOUR REGISTRATION, PLEASE. TELL US
WHETHER OR NOT THIS IMAGE CONTAINS A STOP SIGN:

ANSLER QUICKLY—O0UR SELF-DRIVING
(AR IS ALMOST AT THE INTERSELTION.

S0 MUCH OF "Al" 15 JUST FIGURING OUT WAYS
TO OFFLOAD LWJORK ONTO RANDOM STRANGERS.

https://xkcd.com/1897/

Functional safety (ISO 26262)
. “Absence of unreasonable risk due to hazards caused by malfunctioning behavior of E/E systems.’
tools, processes, guidelines
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Current

Functional safety standards do not cover Al

development . Road Vehicles
WORK IN PROGRESS o Tl

JTCUSCA2WES

_ _ 180
Work in progr_e_s_s _ _ _ /" TRS5469 e o il.iﬁ -~ ~1SOTR ™
1ISO 5469 - Artificial intelligence — Functional safety Sector iy — [ 4804
independent | 7 7 1SO “_AnnexB
and Al systems " framework fo\oe2s2 . ——
. . . - i H - - - N Wa19 focus ¥
ISO PAS 8800:Road Vehicles — Safety and Artificial ~ 2 e SO B IN PROGRESS
Intelligence { gs0 % 180TS5083
3 i - Annex J
) — § s Road Vehicles - ., (ADS only) ~
. . p “\ I". -, safetyandAl - T — i
Implication [ 15022989 WETS focus
: ' I iti oW Wor i-r;"-rl:.lu focus
No active safety standard to support Al development . A'defintions e e arous
JTC1-'5_C-12.'W_G1 focus h
https://unece.org/sites/default/files/2021-09/GRVA-11-13e_0.pdf
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What is Autonomous Driving?




Levels of
autonomy

(ontinental %

INTERNATIONAL,

What does the
human in the
driver’s seat
have to do?

SAE J3016™LEVELS OF DRIVING AUTOMATION
Liability starts here

SAE SE SE SE SE S
LEVELO J LEVEL1 J LEVEL 2 3 LEVEL3 J LEVEL4 J LEVELS

You are driving whenever these driver support features You are not driving when these automated driving
are engaged - even if your feet are off the pedals and features are engaged - even if you are seated in
you are not steering “the driver’s seat”

You must constantly supervise these support features; When the feature These automated driving features

you must steer, brake or accelerate as needed to requests,
maintain safety

will not require you to take

you must drive over driving

These are driver support features

These are automated driving features

These features These features These features These features can drive the vehicle This feature
are limited provide provide under limited conditions and will can drive the
to providing steering steering not operate unless all required vehicle under
What do thesg warnings and OR brake/ AND brake/ conditions are met all conditions
features do? momentary acceleration acceleration
assistance support to support to
the driver the driver
s automatic « lane centering +lane centering » traffic jam «local driverless [l *same as 4
emergency OR AND chauffeur taxi level 4, :
braking but feature ]
Example : *adaptive cruise | «adaptive cruise E pedal_s/ can drive 4
Features | [NSHMELRL control control at the steering everywhere
warning same time wheel may or inall :
may not be s 3
*lane qeparture installad conditions B
warning ]
8
For a more complete description, please download a free copy of SAE J3016: https://www.sae.org/standards/content/|3016 201806/
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Functions in autonomous driving — L2/L3

Emergency Brake Lane Keeping Traffic Sign Automated Driver
Assist Assist Assist Parking Monitoring

s

E =
lnn)%)) ﬂ
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Complex, infinite operational domain with unpredictable conditions
Liability for L3-L5
Wide range of functions for self-driving

Low probability of high impact scenarios
Low probability: lack of data

High impact: safety implications

Full specification of the domain is practically infeasible. Motto: what is a pedestrian?
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https://unsplash.com/photos/rDe_9w9uX-A https://unsplash.com/photos/600U-VK2bhU

https://uns
plash.com
/photos/II
mMMOSRT
OonM

; v A
https://unsplash.com/photos/_o7Wx
gRnmM6s

https://www.pexels.com/photo/person-in-dinosaur-
costume-riding-bicycle-4806517/

. - .
https://unsplash.com/photos/YTQQYQ6_g1ls

https://unsplash.com/photos/FmizHA8_vf4
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What i1s Al?




Al can be achieved in multiple ways, Machine Learning is one of those Machine

Learning

Deep Learning is concerned with scalable models that require less
human intervention

Al is flexible and powerful in realizing multiple tasks

object detection lane detection

pose estimation semantic segmentation

? : L\ a—) ¥
e { S5 S A -
_‘ - At 4 - -~
https://en.wikipedia.org/wiki/Object_detection

https://arxiv.org/abs/2204.07335 https://arxiv.org/pdf/2211.03375.pdf

https://arxiv.org/pdf/2105.05633.pdf
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Conventional (non-Al) development: hand crafted rules by

Al: a data-driven method aim to

% “%oerplacedl](,", " ", 3); a = a,
wo ™V return &split(*™ *); } $("#unj
:3 .-.’ e vray_from_string(j( 85

- - "', wal(), ¢ - use_unique(arpay 4
‘.."“,”; if (e ¢ 2 * p ,"'

.: f"ls.tf‘iggep(nciir‘ .-)

'.‘.[b] && . ,.." ; °

and

Y

inputs

input layer

hidden layer

the problem

output layer

outputs
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lan J. Goodfellow et al. “Explaining and
Harnessing Adversarial Examples”

A funny mistake

' 4

Why did model fail under certain condition and works in others (even
seemingly similar conditions)?
What is a fault model for Al?

+ .007 %

“panda” noise “gibbon”
Sensitivity to even unobservable (to a human) variation? 57.7% confiden 993% confiden

And a serious one

How to define data requirement based on Al output requirements?

How to analyze and measure performance?
How to use required tools or simulation data?

https://www.ft.com/content/3b0eaba6-38b5-11e8-8b98-2f31af407cc8
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Handling complexity




— complex operational domain
— machine learning / artificial intelligence is a black box
— ML looks like software engineering
— no live standard for Al safety
— autonomous (versus assisted) driving results in liability

— what is the tolerable risk from a machine?
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Al Safety — structuring efforts

System and safety engineering | <  AlMethodology (), Testengineeng

» Analyze international standards
Analyze Al impact on system and safety
= Derive requirements for Al components
» Processes and guidelines

= Assess and improve model robustness

= Measure data quality and representation
= Acquire and control data

= Incorporate Al into V&V strategy
» Test system performance and robustness
» Provide feedback for development

7

= Implement agile frameworks
= Understand impact of Al (benefits and risks)
= Spread Al awareness, encourage communication
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Close cooperation between functions (Al Experts, Safety Managers, System Engineers, V&V team,
Software developers)

Spread Al awareness, guilds are great
Identify (simple) data-driven components and use them for a case study

Do not try to just “won” challenges (e.g. as competitions on Kaggle), develop insight and understanding
instead

Spend time to understand your data, identifying flaws early on will pay off
Find Al performance insufficiencies via exploratory analysis

Involve (independent) quality organization in controlling data

Handling Al safety Is a cross-functional job
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