
There is a significant demand for data sharing both within and outside the Department of Justice Information System
(Justid). The privacy rules outlined in the General Data Protection Regulation (GDPR) heavily restrict the sharing of personal
data. This restriction extends to sharing data with scientific institutions and other governmental bodies. Moreover,
developers and researchers who require access to this data face limitations due to privacy regulations, resulting in complex
workflows and increased susceptibility to errors. Synthetic data presents a viable solution to this problem. By not containing
personal information, synthetic data bypasses the restrictions imposed by the GDPR. Consequently, the shareability of data
is enhanced, enabling developers to create effective applications. Simultaneously, researchers can analyze the data without
compromising individual privacy. 

ABSTRACT1

Organizations handling sensitive data, such as Justid, face
significant challenges in data accessibility due to strict
GDPR regulations [1]. These restrictions limit the ability of
developers and researchers to utilize real-world data for
innovation and analysis. Traditional anonymization
techniques often fail to ensure both privacy and data utility.

To address this problem, this research will explore (open-
source) deep learning techniques for generating synthetic
data [2] to evaluate their effectiveness in balancing privacy,
security, and usability for legal and scientific applications.

Research question:
What (open source) methods are available for generating
synthetic data, and to what extent are these methods
capable of masking the original data?

Hypothesis
Synthetic datasets of tabular data, generated using
advanced deep learning techniques and privacy-preserving
measures, will be non-traceable to the original data while
maintaining utility. These datasets will also comply with
legal frameworks like GDPR more effectively than
traditional anonymization methods.

INTRODUCTION2

This research follows an experimental and exploratory
approach to generate synthetic data, ensuring both
statistical validity and privacy compliance. Figure 2
illustrates the key steps required to complete the proces.

This research bridges the gap between data accessibility
and privacy protection. By addressing technical challenges
and human-centered and ethical aspects, it allows for  
responsible data sharing within legal constraints.

RESEARCH METHODOLOGY4

Figure 1 and Table 1 illustrate the key trends and findings
from previous research on techniques used for generating
synthetic data. These visualizations highlight the evolution
of methods and their effectiveness in addressing data
accessibility and privacy challenges.

LITERATURE REVIEW3
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Figure 1: The evolution of synthetic data approaches [3-5]

Table 1: Comparing different methods that were the key in generating synthetic data [3-6]

Figure 2: Workflow of research

This research improves generating synthetic data by
balancing privacy and accuracy. The findings may enhance
machine learning models and support GDPR-compliant
data sharing for the Justice Information Services.

PRELIMINARY CONSIDERATIONS5

Literature
study

Model
selection Testing Privacy

evaluation Conclusion

This research is crucial in addressing privacy concerns by
exploring the generation of synthetic data, facilitating
secure data sharing and application development while
ensuring GDPR compliance. This approach has the
potential to drive innovation and collaboration within Justid,
advancing data science while safeguarding privacy.

CONCLUSION6


